Don’t get phished

Train your people effectively against
phishing attacks.

With our learning campaigns and
continuous simulations, you teach
permanent safe behaviour.

Additional tools keep alertness high and
take the work off your hands.
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Reduce risks with proven
behavioural interventions

Automatically, smartly timed and with minimal
management burden.

cThe behaviour of your people
determines whether phishing attacks
succeed.

For your management convenience.

So lets train them as well and
efficiently as possible.

Found: Lost Keys

Office Manager <office.manager@update-info.net>
To colleague

.:_ i .:' This sender <office.manager@update-info.net> orginates from outside your organisation.

The energetic way
content is shared makes
learning efficient and
surprising.

lr:”l Click here to download images. To protect your privacy, Outlook has automatically disabled the downloads of images fr

setofkeys.htmi
@ 751 bytes

our advice: combine L1 I
learning campaigns with
phishing simulations to
measurably change
behaviour.

Dear colleague And that's great for your

I've just found a set of keys (see picture) in the parking lot, | thought they people.

That, of course, is the goal.



Phishing learning campaign

Welke rode viaggen kun jij herkennen?

¢}

Stay sharp with digital learning interventions

A learning campaign like a series: short scans, learning bites,
mini-games, videos and tests, packaged in seasons and
episodes. Spread over 9 weeks or just binged.

Urpentie
Generleke begroeting

YVerdachte links

Smart nudges keep everyone hooked, resulting in high
participation.

minimal effort.
Inviting, nudging and reporting are automatic.

learning interventions that constantly surprise
and stimulate alertness.

More than €20,000 wired to your account.
How do you explain that?




Phishing simulations

Continuous Phishing

Test behaviour in practice

Realistic phishing emails test your people in everyday work. If someone
— does click, feedback follows immediately.

D oz By running several phishing simulations a year, we keep alertness high
and your people can learn without risk to the organisation.

* For you as manager: after the short setup, everything runs
automatically, including your phishing simulation report.

« For your people: direct feedback on behaviour.



Power of combination

Dragons of Deception Continuous Phishing
Phishing learning campaign Phishing simulations

Stay sharp with digital learning interventions Test behaviour in practice

)—) The combination

When you combine Dragons of Deception with Continuous Phishing, something special is created:
- The phishing learning campaign creates awareness and alertness. The phishing simulations test behaviour.
« Does someone click on a phishing e-mail from the simulation anyway? Then an additional learning bite automatically follows.

 This way, the learning campaign continues, but is supplemented on the basis of real behaviour.



Extras for maximum impact

Digital Serious Games

In our games, you have to make
decisions in realistic attack
situations.

With interactive videos and
challenging assignments,
deliberation and discussion are

sparked. Every choice has impact.

defenddecrypt.com
operationwhitewhale.com

@ E-learning library
Our e-learning library gives you access
to many more topics.

Think of topics such as privacy, Al,
ransomware, safe working from home,
deepfake, financial fraud and many
more.

infosequre.com/overview

Management report

Overview with practical steering
information: quarterly combined
report on all your products, including
participation, completion, points of
attention and follow-up steps.

Ideal for audits, compliance and
management - completely
unburdened.


https://www.infosequre.com/overview
https://defenddecrypt.com/
https://operationwhitewhale.com/

Campagne-aanpak

W Knowledge & Awareness

Learning Campaign Learning Campaign Learning Campaign Learning Campaign

Season 1 Season 2 Season 3 Season 4

» D

Phishing-simulations
Test behaviour in practice.

> XD

Clicked anyway? Clicked anyway? Clicked anyway? Clicked anyway?

+1 Learning bite +1 Learning bite +1 Learning bite +1 Learning bite




Benefits

Je kunt met WhatsApp phishing te maken hebben als:

Een vriend of familielid je een bericht stuurt met een

nieuw nummer, bewerend dat ze in de problemen zitten.

I c I e n cy Ze een gevoel van urgentie creéren, waardoor je het

gevoel hebt dat je direct moet handelen.

&

verificatiecode.

Fully automated, minimal management burden.

Ze weigeren hun identiteit via een telefoongesprek of

spraakmemo te bevestigen.

Het bericht onverwachtse taal of ongebruikelijke

formulering bevat.
M e q S u ra b I e Je ongevraagd links naar speciale aanbiedingen of
prijzen ontvangt die te goed lijken om waar te zijn.

Insight into click behaviour and trends.

" Practical information Make your organisation resilient
- Concrete insights to address risks in a targeted way. against phishing.

Guarantee behavioural change and structurally keep
Risk reduction phishers out.

Measurable behavioural change that directly Visit th bsit
contributes to compliance with NIS2, BIO and Want to know more? Isit the website

1ISO2700L1.



https://dragonsofdeception.com/
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Contact us

dragonsofdeception.com

info@beonedevelopment.com

+31(0)85 3039710

Olympia 2L
1213 NT Hilversum
The Netherlands

ﬁ BeOne Development
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There was a’ransomware attack.
Does the name Odyssey Group ring a bell?
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